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MOBILE DIGITAL COMPUTER USE AND CELL PHONE USE

Fullerton Police Department Policy Manual 447 covers Mobile Digital Computer Use and
Policy Manual 702 covers Personal Communication Devices (which includes cell phones).
Training has pulled the sections related to use of both devices while on-duty and use of
cell phones off-duty, but doing work-related business, and provided them below as a
reminder to all personnel; for the entire policy sections refer to the current policy manual
on Lexipol's website.

Policy Manual 447 — *‘Mobile Digital Computer Use’

447.3 PRIVACY EXPECTATION

Members forfeit any expectation of privacy with regard to messages accessed,
transmitted, received or reviewed on any department technology system (see the
Information Technology Use Policy for additional guidance).

447.4 POLICY

Fullerton Police Department members using the MDC shall comply with all appropriate
federal and state rules and regulations and shall use the MDC in a professional manner,
in accordance with this policy.

447.5 RESTRICTED ACCESS AND USE

Use of the MDC system to access law enforcement databases or transmit messages is
restricted to official activities, business-related tasks and communications that are directly
related to the business, administration or practices of the Department.

Sending derogatory, defamatory, obscene, disrespectful, sexually suggestive, harassing
or any other inappropriate messages on the MDC system is prohibited and may result in
discipline.

Policy Manual 702 — ‘Personal Communication Devices’
702.1 PURPOSE AND SCOPE
The purpose of this policy is to establish guidelines for the use of mobile telephones and

communication devices, whether issued or funded by the Department or personally
owned, while on-duty or when used for authorized work-related purposes.
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702.2 POLICY

The Fullerton Police Department allows members to utilize department-issued or funded
PCDs and to possess personally owned PCDs in the workplace, subject to certain
limitations. Any PCD used while on-duty, or used off-duty in any manner reasonably
related to the business of the Department, will be subject to monitoring and inspection
consistent with the standards set forth in this policy.

The inappropriate use of a PCD while on-duty may impair officer safety.

Additionally, members are advised and cautioned that the use of a personally owned PCD
either on-duty or after duty hours for business-related purposes may subject the member
and the member’s PCD records to civil or criminal discovery or disclosure under applicable
public records laws.

702.5 PERSONALLY OWNED PCD
Members may carry a personally owned PCD while on-duty, subject to the following
conditions and limitations:

(a) Permission to carry a personally owned PCD may be revoked if it is used
contrary to provisions of this policy.
(b) The Department accepts no responsibility for loss of or damage to a personally
owned PCD.
(c) The PCD and any associated services shall be purchased, used and
maintained solely at the member’s expense.
(d) The device should not be used for work-related purposes except in exigent
circumstances (e.g., unavailability of radio communications). Members will have a
reduced expectation of privacy when using a personally owned PCD in the
workplace and have no expectation of privacy with regard to any department
business-related communication.

1. Members may use personally owned PCDs on-duty for routine

administrative work as authorized by the Chief of Police.
(e) The device shall not be utilized to record or disclose any business-related
information, including photographs, video or the recording or transmittal of any
information or material obtained or made accessible as a result of employment
with the Department, without the express authorization of the Chief of Police or the
authorized designee.
(f) Use of a personally owned PCD while at work or for work-related business
constitutes consent for the Department to access the PCD to inspect and copy
data to meet the needs of the Department, which may include litigation, public
records retention and release obligations and internal investigations. If the PCD is
carried on-duty, members will provide the Department with the telephone number
of the device.
(9) All work-related documents, emails, photographs, recordings or other public
records created or received on a member's personally owned PCD should be
transferred to the Fullerton Police Department and deleted from the member's
PCD as soon as reasonably practicable but no later than the end of the member's
shift.
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702.6 USE OF PCD
The following protocols shall apply to all PCDs that are carried while on-duty or used to
conduct department business:

(a) A PCD shall not be carried in a manner that allows it to be visible while in
uniform, unless it is in an approved carrier.

(b) All PCDs in the workplace shall be set to silent or vibrate mode.

(c) A PCD may not be used to conduct personal business while on-duty, except
for brief personal communications (e.g., informing family of extended hours).
Members shall endeavor to limit their use of PCDs to authorized break times,
unless an emergency exists.

(d) Members may use a PCD to communicate with other personnel in situations
where the use of radio communications is either impracticable or not feasible.
PCDs should not be used as a substitute for, as a way to avoid, or in lieu of
regular radio communications.

(e) Members are prohibited from taking pictures, audio or video recordings or
making copies of any such picture or recording media unless it is directly related
to official department business. Disclosure of any such information to any third
party through any means, without the express authorization of the Chief of Police
or the authorized designee, may result in discipline.

Source: Personnel & Training — December 13, 2018

This Training Bulletin can also be accessed through the Police Department Network.

Go to & click on COMMON on S: Drive”

Click on the TRAINING folder

Click on TRAINING BULLETINS folder - 2018 TRAINING BULLETINS folder
Click on TB18-05 Mobile Digital Computer Use and Cell Phone Use.pdf
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